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MOTIVATION AND INTRODUCTION

Electronic Control Units (ECU) are enriched devices that control mechanical parts through control signals. ECUs
are connected via Controller Area Network (CAN) bus to communicate with each other. Recently, the security risk of
intra-vehicular communication has emerged due to the unprotected architecture of ECU and CAN bus. Some works
have performed successful attack on in-car communication system. Therefore, there is a critical need to enhance the
security of intra-vehicular communication. Trusted platform module (TPM) is a specialized chip which is designed to
enhance the security of computing devices. TPM provides the functionality of Root of Trust (RoT) realized by a
series of operations, including key generation, key storage, and authentication.

In this demo, we introduce the vulnerability of the communication between different ECUs and propose a novel
secure communication model to protect the intra-vehicular communication from attacks aimed at the message frames
such as replay and message spoofing attacks. The demo includes fast speed latest Controller Area Network Flexible
Data-rate (CAN-FD) standard.
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PROPOSED ARCHITECTURE AND WORKFLOW

In the demo, we demonstrate a full-covered solution of secure communication including secure key generation and
storage, data encryption, data verification and data signing. In this demo, all the message frames are transmitted in
CAN-FD standard. The proposed secure framework with enriched ECUs connected over CAN bus is shown in Figure
1.

Each ECU node implements a TPM. TPM provides the functionality of key generation and secure storage for keys.
All the public keys are shared between trusted nodes before communication. 3.0nce deployed in field, each node
encrypts and signs (optional) message by TPM module before sending. The encrypted and signed message is
encapsulated in an extend CANFD frame. On the receiver side, the encrypted data is verified with sender’s public key.
If the verification fails, the sender will be considered as a corrupted node and the incident will be logged.
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Fig. 1. Proposed Framework
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HARDWARE USED AND SETUP
Hardware used in our demo is as follows:

e Microcontrollers based components communicating over CANBUS.
e CAN with Flexible Data-Rate (CAN-FD) controller and transceiver.
o Trusted Platform Module (TPM).

The setup of proposed demo is shown in Figure 2. In this demo, all the components are connected using two SPI
interfaces on the Raspberry PI. All the secure functionalities are provided by TPM.

Fig. 2. Hardware Setup

OBSERVABLES

In our demo, we will firstly demonstrate message transmission based on CAN-FD standard between two
unprotected CANBus nodes. We will show the secure communication between two authorized nodes based on the
proposed framework step by step. The whole process includes message encryption and authentication by TPM, traffic
control on the sender side by thresholding module and the access control on both of sender side and receiver side. The
One example of public key and encrypted data frame is shown in figures 3 and figure 4.
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Fig. 3. Public key Fig. 4. Encrypted data frame



