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This hardware demonstration is an application of trusted computing design for IoT
devices and embedded systems using security protocols and procedures provided by the trusted
platform module (TPM). TPM is a hardware security standard developed by the Trusted
Computing Group that is used to establish trust in computer networks. In this demonstration
we will use TPM hardware to support remote attestation to prevent a firmware roll back attack
which occurs when a device manufacturer provides a software update to fix a known security
vulnerability, then the attacker circumvents the software security and rewrites an older version
of the unpatched software. We will use a Xilinx ZCU102C application development board,
which includes a Zynq UltraScale+™ MPSoC equipped with crypto engine, secure memory to
secure keys and hardware to generate certificates to establish a trusted link between an update
server and 10T device. Remote Attestation is a method where hardware and software combine
with a remote party to create a layer of trust. The procedure is shown below.
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Figure 1 - Remote Attestation Process
The remote attestation protocol used shown in Figure 1 is briefly described in the following steps.

Application in the form of firmware “A” generates a public/private key pair PKA and SKA
stored into the secure memory of a TPM and then asks to be certified.

TPM computes a hash tag #A of the executable code of program “A”.

TPM creates a certification including PKA and #A and signs it with the attestation identity key
SKAIK.

When application “A” wishes to authenticate itself to a remote party, it sends the cert. of its
public key and hash value #A along with a cert. issued to the TPM by a trusted certification
authority (CA).

The remote party verifies the cert. chain. Over HIP

The remote party looks #A up in a database which maps hash values to trust levels.

If application “A” is deemed trustworthy, we continue the communication

using PKA to establish a session key.



Experimental Setup

The observable demonstration intends to be informative, directly walking through each step of the
attestation process. A major goal is to support the implementations of hardware security and
procedures built into 10T devices. The demonstration requires a computer used as the update and
verification server and command and control, and the ZCU102 board that is configured as a
lightweight 10T device. The demonstration will use two monitors to show the encoding and
verification processes as well as the results of a tampered and untampered firmware application.
The results will be presented on a poster. The poster will also explore design feasibility as well as
cost and ease of implementation into 10T devices and effectiveness of TPM hardware attestation in
loT devices.
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