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I. DESCRIPTION OF THE RESEARCH

Field Programmable Gate Arrays (FPGAs) enter a rapid
growth era due to their attractive flexibility and CMOS-
compatible fabrication process. Because of the high demand
on the FPGA usage in data processing, industrial, automotive,
consumer electronics, telecom, military and aerospace, FPGA
market achieves a compound annual growth rate of 8.4% [1].
The increasing popularity of FPGAs also attracts attacker’s
attention because high improper benefits may be obtained once
the FPGA-based system is manipulated. To protect FPGAs
from being attacked, a great amount of works on FPGA
security have been done [2]. Existing works primarily focus
on reverse engineering the downloaded FPGA configuration,
retrieving the authentication code or crypto key stored on
the FPGA memory, and countermeasures for the security
threats above. However, there are limited works addressing
the security threats from malicious FPGA design software,
which could harm the integrity of a design running on SRAM
FPGAs [3]. In this demo, we introduce the potential security
vulnerabilities of computer-aided design (CAD) tool. This
group of attacks are implemented on the CAD tool which is
used to generate bitstream so that the FPGA behavior can be
modified without even touching the top level Verilog design
as well as the hardware on FPGA board [4].

Proposed countermeasures can give attackers multiple levels
of unpredictability when inserting hardware Trojans such that
different levels of attacks, which are based on how well the
design is known, can be thwarted. Blindly inserting a Trojan
may not have impact on the design at all [5].

II. FEATURES OF RESEARCH TARGETED IN DEMO

Xilinx ISE 14.1 FPGA design suite will be used as the soft-
ware environment in which designs are created and mapped
into FPGA board. Xilinx Spartan-6 FPGA is the hardware
which the targeted attacks and the proposed countermeasures
play effect to. To complete all the experiments included in
the demo, a normal monitor which supports VGA signal
input and a computer with Xilinx ISE 14.1 installed are also
needed. Bitstream generated from the FPGA design suite will
be downloaded into the Spartan-6 FPGA through USB cable
which links the computer and the FPGA. The FPGA board
will also be connected to the monitor through VGA cable.
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Fig. 1. Experimental setup on (a) software and (b) hardware.

The whole process of the attack can be watched through the
computer display and the FPGA on-board LEDs. The example
attack on VGA signal generation can be seen from the monitor.
The experimental setup on software and hardware is shown in
Fig. 1.

III. WHAT WILL THE AUDIENCE SEE?

In this hardware demonstration, we will show the impact
of the targeted attacks on the system final output and how
the proposed countermeasure mitigates the Trojan insertion
attacks.

A. Attack Procedure

The targeted CAD tool based attacks will be implemented
manually through the Xilinx FPGA design suite built-in tool
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Fig. 2. Attack performed through the FPGA editor tool available in the Xilinx
ISE 14.1 design suite.
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Fig. 3. VGA signal display (a) before and (b) after modification.

FPGA Editor. Figure 2 provides the main screenshot for the
attack procedure. From this demonstration, audience will see
how the logic function of a full adder design is changed
without disrupting the top level Verilog design file. We will
use the FPGA LEDs to indicate the success of Trojan attacks
on the full adder.

B. A Practical Example of the Attack

An attack on VGA signal generation will be shown next
as a practical example. In this section, audience will see the
original signal of “chessboard” displayed in the monitor being
manipulated into ’color bars” after running the attack to FPGA
Editor.

C. Proposed Countermeasures

In the final section of the demo, we will show the proposed
countermeasures. Our method includes three defense lines:

e D-I: We specify the slice position on the FPGA die
for the selected LUTs instead of using default settings.
In this way, the design placement on FPGA can be
changed significantly so that attacker will have hard time
to decide where to place hardware Trojans.

e D-2: We duplicate the design by n copies and only
one of the replicas will be active at a time. The replica
selection is shown in Figrue 4. Without knowing which
copy is active, blindly inserting a Trojan may not impact
the design at all.

e D-3: We further divide the design into m submodules
and each submodule is duplicated by n times to realize a
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Fig. 4. Replica selection provided by the proposed method.
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Fig. 5. Hot-swappable assembling technique.

hot-swappable submodule assembling technique, which
is shown in Figure 5. The total number of design
configurations is m”™ such that it is more difficult for
attacker to identify which copy to attack.

In this section, designs with the protection of our coun-
termeasures will be run instead of baselines. Audience will
see the same attacks failing modifying the normal operation
because of the proposed protection.

IV. CONCLUSION

The imbalance relationship between FPGA
hardware/software providers and FPGA users challenges
the assurance of secure design on FPGAs. Different
than the existing literature primarily focusing on reverse
engineering the downloaded FPGA configuration, retrieving
the authentication code or crypto key stored on the embedded
memory in FPGAs, this demo shows the practical FPGA
attacks due to the untrusted FPGA software. We also
demonstrate the possible countermeasures against the FPGA
attacks.
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