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I. PROJECT DESCRIPTION

Herder et al. designed a new computational fuzzy extractor
and physical unclonable function (PUF) challenge-response
protocol based on the Learning Parity with Noise (LPN)
problem [1]. The protocol requires no storage on the PUF
and can correct for significant measurement noise. However,
Herder et al. did not implement their protocol. In this work, we
give the first implementation of a challenge response protocol
based on computational fuzzy extractors. Our construction is a
simplified version of the design of Herder et al. and builds on
a ring oscillator PUF. Our simplifications allow for a dramatic
reduction in area by making a mild assumption on PUF output
bits. Fig.1 depicts how a challenge response pair is generated
by this PUF, and Fig.2 shows how the correct response can be
regenerated by this PUF given a valid challenge. The security
of this design can be reduced to a computational hardness
assumption. Its self correction property uses confidence infor-
mation which measures the reliability of each POK output bit.
As shown in Figl and 2, this work requires a system level
design which contains Ring Oscillator POK, Matrix-vector
multiplier, Processor, TRNG and Hash function.

This work has not been published yet.
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Fig. 1. Gen: Gen produces a challenge response pairs (c,r), where
c = ([,b[,hl) with h; = H(A[,b],s,l) and r = hg with hg =
H(A17b17370)
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II. HARDWARE DEMO

For this demo, we only need one computer and one FPGA
board. We will take both of them to the conference, so no
extra equipment is needed from the organizer.

As it is mentioned in the description, one remarkable feature
of this work is that this PUF construction can self-correct a
large amount of measurement noise, so we will target on this
feature in the demo.
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Fig. 2. Ver: Ver takes input ¢ = (I’, b/, h/), and either outputs an exception
symbol L, or outputs the response r = hy. Notice that e’I,/ ® b’I,, is
continuously fed into the multiplier with a small amount of bit flips (less
than ¢ bits).

Essentially, the observables for the audience would be the
error rate of the raw POK output bits and how we correct these
errors in the regeneration of responses.

In the poster which accompanies this demo, we will explain
the internal structure of this design as shown in Fig.1 and 2.
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