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I. THE FAME PROJECT

FAME is a collection of hardware techniques for micro-
processor architectures to detect fault injection attacks, and
to mitigate fault analysis through an appropriate response
in software. The FAME processor is developed both as an
architecture concept as well as a chip prototype.

Fault injection is a powerful hacking tool, affecting all forms
of cryptography. However, there are no generic techniques to
deal with the security threat of faults. The current countermea-
sures are based on redundancy, causing overhead in hardware,
or crippling performance in software. The FAME processor
uses fault countermeasures that combine fault detection in
microprocessor hardware with fault response in the software
application. The fault detection in hardware uses static (design-
time) and dynamic (runtime) techniques for in-situ fault de-
tection.

These fault-detecting hardware extensions are optimized
for power and cost, and they can be controlled from the
software application. The impacts of this project are safer,
more trustworthy microprocessors that are aware of their phys-
ical environment and the associated threats to their internal
processing.

The results of the FAME project have been previously
presented at FDTC 2015 [1], HASP 2016 [2], ISVLSI 2016
[3], SAC 2016 [4], FDTC 2016 [5]. The FAME demonstrator
has not been previously presented.

II. DEMONSTRATION

The FAME demonstrator consists of the following compo-
nents.

e Printed Circuit Board with control-FPGA and FAME
DUT;

o External clock generator and power supplies;

e Control PC with glitch generation and FAME debug
software.

The FAME DUT can be either the FPGA prototype of the
FAME processor or a daughter PCB with the FAME chip.
The demonstration shows how FAME is able to detect fault
injection and respond to it through an appropriate software
response.
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Fig. 1. FAME Demonstrator
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