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Home automation is an loT application area that uses sensors for data collection and protocols like Zigbee and/or
Z-Wave for communication. The proliferation of Z-Wave devices poses information security challenges such as a
hacked z-wave door lock, due to a protocol implementation error [1]. To support our loT device vulnerability
research, a Z-Wave home automation test bed has been created that includes a Z-Wave controller (HUB),
thermostat, smoke detector, door lock and security alarm, garage door lock and smart plug. The home automation
test bed presents a great demonstration platform for attacks. For the hardware demo, we propose to spoof a
commercial home automation system using Z-Wave development boards and associated software, launch a DoS
attack on the unsecure devices like smoke detector and security alarm. A DDoS attack will be performed on the
controller. Malicious software patches are written and programmed into the development board which spoofs the
home automation system. The steps and equipment used for the demo are presented in the figure below. The
observables for the demonstraton include the following:

e  Spoofing Z-wave Home Automation network
e DoS attack on smoke detector and security alarm
e DDoS attack on the Z-Wave controller using unsecure Z-wave devices
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