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Microprobing Attacks

• Definition: circumvent 
encryption by probing at 
signal wires to extract 
security sensitive 
information

• Reality: any given wire in 
IC is likely buried under 
layers of wires

• Either mill through, or perform backside attack
• Focused Ion Beam (FIB) can reach nanometer level accuracy

• Aspect Ratio (𝑹FIB) defined as milling depth divided by hole diameter

• Backside attack (from substrate) not likely to replace frontside due to 
resolution limits and back-to-back 3D IC

2
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Physical Microprobing Examples

3

https://www.sec.ei.tum.de/en/research/invasive-
attacks/

http://slideplayer.com /sli de/9006291/
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Antiprobing Designs: Active Shields
• Digital active shields: detect complete cut of shield wires

4

• Other approaches all have major weakness
• analog shield, t-private circuit, Probe Attempt Detector (PAD)
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Bypass Attack

5
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Ability to Evaluate is Necessary

• Security intensive hardware require realistic protection 
standards

• Smartcards, security tokens: mass-produced, might not afford shield

• High-end protection need complete awareness of threat
• Even high-end products are vulnerable to control circuitry editing
• Security is never absolute: better expressed as cost for attacker

• Technology advance demands re-evaluation on old 
design

• Legacy generation of protection design needs security evaluation in 
updated threat environment

• Especially for mass-produced devices

6
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What Evaluation Enables

Existing	Research

Good	Enough

What	Evaluation	Enables

Antiprobing	
Design

Can	the	design	
prevent	all	
exploits?

Improve	design	
to	prevent	
exploits

Yes

No
All	Known	
Exploits

Rated	attacker	
capability

Evaluation

Quantified	
security	assessment

Evaluation	of	antiprobing	designs	provides	a	
realistic	and	quantifiable	security	assessment	
based	on	well-defined	attacker	capability;
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What Evaluation Enables

Existing	Research

Good	Enough

What	Evaluation	Enables

Antiprobing	
Design

Can	the	design	
prevent	all	
exploits?

Improve	design	
to	prevent	
exploits

Yes

No
All	Known	
Exploits

Rated	attacker	
capability

Evaluation

Design	
optimization

Optimized	
design

Quantified	
security	assessment

Evaluation	of	antiprobing	designs	provides	a	
realistic	and	quantifiable	security	assessment	
based	on	well-defined	attacker	capability;
With	the	help	of	this,	designs	could	be	optimized	
for	best	trade-off	between	design	cost	and	
security	objective.

Design	cost	and
security	objective
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What Evaluation Enables

Existing	Research

Good	Enough

What	Evaluation	Enables

Antiprobing	
Design

Can	the	design	
prevent	all	
exploits?

Improve	design	
to	prevent	
exploits

Yes

No
All	Known	
Exploits

Design	Principles

Further,	by	comparing	assessments	of	designs	
with	controlled	variations,	design	principles	such	
as	trade-offs	can	be	identified	and	investigated.

EvaluationControlled	
Parameter		#1

EvaluationControlled	
Parameter		#2

EvaluationControlled	
Parameter		#3

Compare
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What Evaluation Enables

Existing	Research

Good	Enough

What	Evaluation	Enables

Antiprobing	
Design

Can	the	design	
prevent	all	
exploits?

Improve	design	
to	prevent	
exploits

Yes

No
All	Known	
Exploits

New	design	strategy

Additionally,	evaluation	could	be	performed	on	
new	design	ideas,	for	example	new	mesh	designs	
that	does	not	have	to	cover	a	whole	layer	or	
restricted	to	top	metal	layer.

EvaluationApply

New	design	
idea

Assessment

Improve

Reason	of	failure

Better	than	
existing	ideas?

Yes

No
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Contributions 

• A layout-driven framework to assess designs against 
microprobing attacks 

• Performance metric derived based on known attacks modus operandi.
• We discover bypassing attack deserves particular attention

• An algorithm based on a mainstream layout editor to evaluate exposed 
area of targeted wires.

• Exposed area as a quantitative evaluation method

• Case studies on protection design principles with proposed algorithm 
on OpenSPARC T1 core.

• Findings: traditional top layer shield deteriorates fast as RFIB increases; 
functional wires provide coverage but is not sufficient on its own

• Thorough mathematical analysis on bypassing attack.
• Protecting against bypassing attack requires layout knowledge as well

11
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Proposed Framework for Assessment

• Assessment based on essential steps of microprobing attack
• Each step consists of alternatives of varying requirements and 

time cost
12

Find target wires

Locate the target 
wires

with milling tool

Micro-
phtography

Reuse of 
known IP Reverse 

Engineering

Use shield 
to help fine 
navigation

Requirements:

Bypass 
Attack

Reach the target 
wires

Milling

Circuit 
Editing
Fault 
Injection

Extract 
information

Provide 
enough 
probes

Stop 
external 

clock

Disable shield

Rely on 
tool 

precision

Rerouting 
attack

Probing at 
related 
signals

Backside 
attack
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Assessment Principle
• Example assessment 

on state-of-art shield 
(figure)

• Alternatives resized to 
represent typical time 
cost

• Consider all attack 
alternatives in terms 
of the capability and 
time cost they require

Rule: Security is defined as sum of lowest time cost of 
alternatives available to that level, against attackers with rated 
level of capability

13

Find target wires

Locate the target 
wires

with milling tool

Micro-
phtography

Reuse of 
known IP Reverse 

Engineering

Use shield 
to help fine 
navigation

Attacker Capabilities:

Bypass 
Attack

Reach the target 
wires
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Circuit 
Editing
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Bypass Attack: How safe are we?
• What if the attacker 

choose to mill at angle 𝜃?
• As shown in figure, 𝑑eff	′

replaces 𝑑eff in 
perpendicular milling

• Solving for 
+ ,eff-

,eff
+. = 0 yields

𝑹𝑭𝑰𝑩 5 6 7 8 9 10
Reduction (%) 7.88 9.42 10.53 11.37 12.02 12.55

Optimal angle(◦) 68.93 68.69 68.52 68.38 68.28 68.19

14

Takeaway: bypass attack can become more penetrating depending on layo
ut – layout information is important
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Find Exposed Area in a Wire Segment
• Consider one 

rectangular wire 
segment 
(“targeted wire”) 
below 
rectangular wire 
segments 
(“Intersecting 
wire”)

15

* Figure shows top-down view of  an layout

• Milling-Exclusion Area (MEA)
• Complement of MEA is the desired Exposed Area (EA)
• If center of milling falls in MEA, an intersecting wire will be completely cut
• Overall MEA found by adding MEA from each intersecting wire together

Blank	background

Intersecting	wire	
segment	on	M-2k
Intersecting	wire	
segment	on	M-2k+1

Targeted	wire	segment

Milling	Exclusion	
Area	(MEA)

Hypothetical milling holes

Centers of hypothetical milling
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Algorithm to Find Exposed Area

• EA can be easily found by finding spaces

16

Known 
Constants:

aspect_ratio, 
layer thicknesses

Input: Targeted nets

Segment them 
into rectangles

Targeted wire 
segments

get all wire 
segments that 
might cast a 

MEA onto them

Intersecting 
wire segments

Script to draw 
MEA on bitmap 

matrix

Use MATLAB to 
find exposed area 

(EA)

Create command 
scripts that 

project MEA 
onto each 

targeted wire 
segments

Start

End

• Rectangular wire 
segments supplied in all 
mainstream layout editors 
(IC compiler/Encounter/..)

• Iterate through each 
rectangular wire 
segments for all targeted 
wires

• MEA found by plotting into 
bitmap matrices
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Sample Results of the Algorithm

Layout view of targeted wire (highlighted)

Found Exposed Area (white space)

17

Blank	background

Intersecting	wire	
segment	on	M-2k
Intersecting	wire	
segment	on	M-2k+1

Targeted	wire	segment

Milling	Exclusion	Area	(MEA)

Exposed	Area	(EA)

Easily found from bitmap: 11.2
4% of total area are exposed.
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Case Study: Shield Efficacy wrt. RFIB

• OpenSPARC T1 core
• Synopsys SAED 32nm

library
• Assumptions 

• active shield in place on 
top layer

• Attacker target long nets 
(> 500	𝜇m, top 1%)

18

Takeaways:
1. Top layer shield soon ineffective against high 𝑅FIB
2. Functional routing helps where shield fails
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Case Study: Layers of Targeted Wires

• Compare two groups of 
candidate wires

• Long nets (> 500	𝜇m, top 
1%)

• Random sub-M4 layer nets

19

Takeaways: 
1. Lowering targeted wire layer helps
2. Functional wires alone may not give sufficient coverage
3. Future work: Combining functional wires with shield mesh
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Summary and Future Work

• Existing anti-probing designs reviewed
• Layout-based assessment framework and tool developed
• Questions on design principles investigated

• Layout information essential in security against bypass attack
• Top metal shield found to deteriorate fast as 𝑅FIB increases
• Lower layer wires are better covered by functional wires; however 

functional wire alone is not sufficient

• Future works
• Alternative shield not restricted to top metal layer
• Shield and functional wires that complements each other

20
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Thank You!

21
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Reroute Attack

22
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Microprobing Technique Examples
• Rerouting attack 

• Create wire as shown by the arrow
• Then attacker can remove most “mesh 

sense”
• This leads to active shield design principles: 

• Never “serpentine”

• Use independent signals on neighboring wires

• Cover entire layer; don’t leave room to reroute

• Bypassing attack
• FIB milling leaves holes on top layer
• Milling can be positioned so that shield wires are not cut (green circle), if 𝑅FIB is high 

enough

• Prediction attack
• If shield signals predictable, attacker could cut wires and play them at shield detection 

circuit

• Shield signals should not be predictable: cryptographically secure signals [10]

Active shield using single serpentine route [17]

23
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Non-Shield Antiprobing Designs

• 𝑡-private circuits: modify netlist so that attack requires at 
least 𝑡 + 1 probes[14]

• However, circuit designers are not known for their love of 3rd party 
modifications on their designs

• PAD: Detect capacitance change on sensitive wires[12]

• Problem: most sensitive information can be probed from more than a 
few nets PAD can protect [15]

• Therefore, active shield designs still are in majority
• Attackers and antiprobing designers focus on exploits to 

defeat shields

24
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Background: Min-Width by Layers

Typical cross-sections of microprocessors (MPU) and Application-Specific Integrated Circuits (ASIC) [19]

• Top layers too wide; less suitable than lower layers
• Since shields have to cover entire layer, have to use top 

layers or giving up all layers above shield
25
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Problem Formulation: Assumptions

• Designer use top layer for 
active shield

• Attacker’s best case: able 
to place hole in the middle 
between shield wires

• Design protected against 
known exploits

• Use straight wires, feed
independent and cryptographically secure patterns, etc.

• Design relies on complete cuts for detection
• All existing digital shields rely on complete cuts
• Detection based on partial cut might be possible; however, parametric 

measurements are inherently uncertain, yielding possible detections at 
best

26
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Problem Formulation: Milling at Angle

• If instead of perpendicular 
milling, the attacker 
choose to mill at angle 𝜃?

• As shown in figure, 𝑑eff	′
replaces 𝑑eff in previous 
equation

• Solving for 
+ ,eff-

,eff
+. = 0 yields

• 𝜃0 =
>
?acos(

EFG E?F?G(a2+b2)(a2−b2)
a2+b2 ), where

• 𝑎 = (2(𝐴/𝑅)tan𝛼 + 6)sin2𝛼
• 𝑏 = 2(𝐴/𝑅)tan𝛼cos2𝛼
• 𝑐 = 2(𝐴/𝑅)tan𝛼

27
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Designs Performance against

Bypass Attack Reroute Attack Disable 
Shield

Backside 
Attack

Related Signals

Analog Shield Weaker [15] Unprotected Unprotected Protected

Random Active 
Shield[11]

Protected Increased reverse
engineering

Unprotected Protected

Cryptographicall
y Secure Shield 

[10]

Protected Protected Unprotected Protected

PAD[12] N/A N/A Unprotected Unprotected

Proposed Framework for Assessment
• Assessment rules

• Consider all attack alternatives and the capability and time cost they 
require

• Protection against attackers with given level of capability is given by 
sum of lowest time cost of alternatives available to that level of 
capability of each step

• Example

28
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Lessons from Attackers’ Perspective

29

• Bypass attack is likely fastest, deserves particular interest
• Still worth avoiding cutting more wires after getting past the 

shield – each cut wire introduces more reverse engineering
• Therefore, exposed area of targeted wires are of interest too
• We have studied these two aspects in detail and will show 

you what we found
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Application of Proposed Algorithm

• Active shield might not need to completely cover the design 
to achieve good all-around protection

• Shield wires can be relocated to lower layers for better protection 
against high 𝑅𝐹𝐼𝐵 attackers

• Now cost-sensitive designs and technologies with few layers can 
be protected too

• Finding Exposed Area opens up possibility to protect security 
sensitive wires with multiple layers of routes

• Functional routes can be utilized by encrypting them
• Multiple layers of routes could prove to be more resilient than top layer 

shields, since simultaneously rerouting wires on multiple layers can be 
difficult

30
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Implementation Results

• Layout: OpenSPARC T1 core(Synopsys SAED 32nm library)
• Candidates: 

• Random sub M4 layer nets 
• Long nets (> 500	𝜇m, top 1%)

• Evaluation of Performance (right)

• takeaway: top layer shield soon ineffective against high 𝑅FIB attackers

• Evaluation of hypothetical active 
shield on MRDL layer (bottom)

31
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