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Problem	Statement

Privacy	Concerns:	mutually	untrusted	parties
Suppose	we	have	two	parties,	Alice(User)	and	Bob(Client).

Authentication	Algorithm

? match
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Security	Model

• Authentication	algorithm	is	publicly	available
• Threshold	𝑟( is	privately	held	by	Bob

• After	the	authentication:
• Alice	learns	a	0/1	result	
• Both	parties	know	nothing	more	than	what	the	protocol	reveals	to	them

• Semi-honest	model
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Prior	Work

• M.	Blanton	et.al.	2015
• Minutiae:

• Location(x,y)	and	Orientation(t)	
• Metrics:	Euclidean	Distance
• Privacy	preservation:	Yao’s	Garbled	Circuits(GC)

• Matching	algorithm	à Unreliable {𝑥, 𝑦, 𝑡}
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Outline

• Motivation	– Practical	Methodology
• Reliability
• Efficiency
• Scalability

• Our	Approach:
• Minutiae	based	algorithm	– Customized	Bozorth Matcher
• Privacy-preserving	Protocol
• Implementation	and	Evaluation

• Privacy-Preservation:	Yao’s	GC
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Bozorth Algorithm	– Step1

• Construct	Minutia-pair	comparison	tables	for	
two	fingerprints	

• 𝑑01 	→	relative	distance
• 𝛽5,𝛽6 → relative	angles
• 𝑖, 𝑗 → indices	of	a	minutia-pair
• 𝜃01 → global	orientation

• Minutia	file	{𝑥, 𝑦, 𝑡}à Compatibility	table	
{𝑑01, 𝛽5, 𝛽6, 𝑖, 𝑗, 𝜃01}
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Bozorth Algorithm	– Step2

• Construct	a	minutia-pair	compatible	table

• A	compatible	minutia-pair	is	determined	by:
• Δ; 𝑑 𝑃= ,𝑑 𝐺? < 𝑇;
• ΔB 𝛽1 𝑃= ,𝛽1 𝐺? < 𝑇B
• ΔB 𝛽2 𝑃= ,𝛽2 𝐺? < 𝑇B

• 𝛥(𝜃01,G , 𝜃01,()	, 𝑖G, 𝑗G , 𝑖(, 𝑗( ,

HOST	2016 7Ye	Zhang	and	Farinaz	Koushanfar



Bozorth Algorithm	– Step3

• Traverse	the	compatibility	table:
• Longest	Path

• Problems:
• NP	hard	à Garbling?
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Our	Adaptation

• New	Objective:
Longest	path	à
#	of	compatible	minutia-triplets

• Minutia-Triplet:
• Compatibility	Table:	 𝛥(𝜃01,G , 𝜃01,()	, 𝑖G, 𝑗G, 𝑖(, 𝑗(,
• A compatible minutia-triplet is determined by:

• 𝑖GI = 𝑖GII and	𝑖(I = 𝑖(II

• 𝛥 𝛥 𝜃01,G, 𝜃01,( < 𝑡

• lncomplete	Compatibility	Table:	 𝛥(𝜃01,G , 𝜃01,()	, 𝑖G,𝑖(	
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Our	Adaptation

• Minutia-Triplet:
• A	Discriminative	local	structure	

• Incomplete	minutia-pair	compatibility	table	
• Saving	Memory	
• Reducing	Circuit	Size	
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Secure	Protocol	Construction

• Intuition

Inefficient
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Secure	Protocol	Construction

• Improved	Protocol:
• Release	the	compatible	minutia-triplet	counting	phase

• Privacy	Concern	– Incomplete	Compatibility	Table
𝛥(𝜃01,G, 𝜃01,()	, 𝑖G, 𝑖(	
à Client’s	minutia-pair	comparison	table	{𝑑01K, 𝛽5K, 𝛽6K, 𝑖G, 𝑗G, 𝜃01↓G}

• Encrypted	Incomplete	Compatibility	Table:	 𝛥(𝜃01,G , 𝜃01,()	,𝐸𝑛𝑐(𝑖G), 𝑖(	
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Implementation	and	Evaluation	- Reliability
• Metrics	:

• Genuine	Acceptance	Rate(GAR)
• False	Acceptance	Rate(FAR)

• Results:
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Implementation	and	Evaluation	– Efficiency	
and	Scalability

Global	Flow	for	TinyGarble
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Evaluation	– Timing	and	Circuit	Size

• The	largest	CS	we	achieved	is	255	KB(𝑙 = 128)
• A	highly	compact	and	efficient	design(0.67sec/match)
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Evaluation	– Best	Point
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Conclusion

• Introduce	the	first	reliable,	efficient	and	scalable	methodology	for	
privacy-preserving	fingerprint	authentication

• Develop	an	efficient	and	reliable	fingerprint	matching	algorithm

• Construct	a	privacy-preserving	protocol	for	performing	our	matching	
algorithm

• Implementation	and	evaluation
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