
1 EXTERNAL USE

Hyper connectivity is changing our world 
forever

convenience security

energy efficiency

health

50 Billion 
networked 
devices by 

2020mobility
Connected Car

Cyber Security

Portable & Wearable

Internet of Things
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Beckstrom’s* Laws of Cyber Security

*Rod Beckstrom, CEO and President of ICANN, former Director of the 
National Cyber Security Center.

1. Everything that is connected to the Internet 
can be hacked

2. Everything will be connected to the Internet

3. Everything else follows from the first two laws
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Secure Hardware and Trusted Software

• Trusted software has a 
signature 
−Not necessarily Trustworthy

• Trustworthy software works as 
advertised
−Properly implements APIs
−Does nothing unexpected (i.e., 
malicious)

• Supports separation of tasks
−TrustZone
−Trusted Execution Environments
−Hypervisor
−Sandboxes

• Secure Hardware supports 
Trusted software

• Signed boot image (using a 
Root of Trust of Verification)

• Provides controlled access to 
resources
−MMU/IOMMU
−Encrypted data
−Secure Memory

• Root of Trust of Storage
−Chip unique encryption key

• Immutable chip configuration
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Invasive and Information Leakage attacks 

• Information Leakage attacks
−Side-channel attacks
−Timing attacks
−Simple Power Analysis
−Differential Power Analysis
−EM Analysis
−Audio (listening to hard drives)

• Invasive attacks
• Open up the processor package

−Reverse engineering
−Probing the die
−Modifying the die with FIB
−Fault injection attacks
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Washington Domino Pizza Index (early ’90)

Information Leakage Attacks (SPA, DPA, EMA)

Pentagon, at any normal evening about 12 - 15 pizzas…

But every once in a while 36 - 45 pizzas…

Information leakage without any official press announcement!

SPA: Simple Pizza Analysis DPA: Differential Pizza Analysis

Panama, Gulf War, …

Power Power
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A Helicopter View on a CC Evaluation
• Provides assurance that the Secure HW and SW are Trustworthy

−HW provider gets the HW platform evaluated
−SW provider gets the final product with OS evaluated
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