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What is IoT?

n Internet connected general purpose computers
n Internet of Things connects everyday objects to Internet

n Everyday objects have to be re-designed to include computers
— Standalone TV becomes a “Smart TV” by connecting to Internet and offering on-

demand content, shopping, browsing, e-commerce

— Standalone Garage Door Opener becomes smart by connecting to your smart 
phone over Internet

EDPS 2016 Keynote - S. Leef - April 2016 



www.mentor.com
© Mentor Graphics Corp. Company Confidential

Application

Middleware

Hardware

Set-top Box
(2000)

Content 
access 

UI

Linux

Linux API

HAL

Memory

CPU

Ethernet

Smart Phone
(2010)

App

Mobile
OS

MobileOS API

HAL

Memory

Application 
Processor

Radio / WiFi

Baseband 
Processor

App

App

App

App

App

App

App

App

AppApp

App

App

App

App

Transformation of Embedded Systems into IoT world
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n Definition of embedded system is 
changing, it’s morphing into a 
connected IoT end node

Large
Attack Surface
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IoT Projected Market Size Generates Excitement

Cisco
$14.4 Trillion

IDC
$8.9 Trillion

Machina Research
$4.5 Trillion

Gartner Research
$1.9 TrillionInfosys*

$300 Billion
*By  2017

INTERNET OF THINGS

$300 Billion 
to 

$14.4 Trillion
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HYPE IN 2015 AROUND THE INTERNET OF THINGS (IOT)
Source: Gartner (August 2014)

n …But
— IoT is not a singular 

homogeneous thing
— It’s an enabler for 

numerous vertical 
applications…

n …Where 
— Domain expertise

meets

— Mobility, Sensors
— Limitless storage
— Infinite compute power
— Pervasive internet access
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IoT Health Care Application
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IoT Agribusiness: Connected Cows
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IoT Smart Garden: Lawn Sprinklers
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WIRELESS DEVICE

WIRED DEVICES
USB, Ethernet

TV/DISPLAY
HDMI, LVDS

WIRELESS DEVICES
& SENSOR NODES

WiFi, BLE
MQTT

CLOUD
SERVICES

ON-PREMISE 
SERVICES (FOG)

DEVICE
SERVICES (MIST)

SOLUTION
CLIENTS (APPS)

ADMIN
CLIENTS

SCALABLE BACKEND

XMPP, HTTPS
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ATTACK TYPES RELATIVE IMPACT

Social Engineering
(Phishing/bating) 

1 - 100

Malware / Macros
(Information harvesting)

10,000 – 100,000

Viruses/ Trojans
(Hijacking, DDoS, etc…) 

~100 Million

Counterfeiting/Trojans ~2 BillionHardware

Operating System

Application

User
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~50 BillionIoT

“Race to bare metal” – cyber attacks move lower in the stack
…and IoT egde nodes are “soft targets”…
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Untrusted

Supply Chain

Creating Secure Silicon in an 
Untrusted Environment — VPN for Silicon
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Secure Supply Chain Management Process

12

Authentication-driven	Apps

S. Leef - SLE Update, February 26, 2016

On-
Premise

Cloud Chip	 IDs

Field	
Data	

IC Supplier

Design
Control

Field
Monitor

Engineering

Operations

Wafer	Testing

Production	

Registration

Get	Unique	
Chip	IDs

Foundry

JTAG

Packaging

Binning / SKUs

OSAT

JTAG

System	Debug

Provisioning

System 
OEM

JTAG

Assembly

Personalization

EMS 
Vendor

I/O

Electronics

Authorization

Field Use

I/O

Secure	Channel

Secure	Server



www.mentor.com
© Mentor Graphics Corp. Company Confidential

www.mentor. com


